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21 December – 27 December 2020
Headlines

Is your organisation ready for remote work?
A recent survey on security of remote work reveals that about three out of four
organisations are concerned about the security risks associated with their staff
working from home. Among the myriad of security risks, data leakage through
endpoints, loss of visibility of user activities and maintaining compliance with
regulatory requirements have topped the list. Other risks include access from outside
the perimeter and remote access to core business apps.
The survey indicates that 73% organisations can only have partial or even none
visibility into their users’ activities if VPN is not adopted. Besides lack of visibility, it
highlights that security issues in remote work can also be attributed to using work
devices for personal purposes, drive-by-download, and users being susceptible to
phishing and data theft.
About 70% organisations think that they are not fully prepared for shifting to remote
working from a security perspective. The major challenges encountered by the
organisations include user awareness and training, lack of visibility on users, and
control of sensitive data outside the organisations.
Advice
Secure work devices using endpoint security solutions and apply latest system
updates and patches.
Disallow use of work devices for personal purposes or sharing them with others.
Backup and encrypt all sensitive data in work devices to prevent data leakage.
Establish information security guidelines and ensure strict compliance by remote
workers.
Sources
DTex
Help Net Security
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Another backdoor found in SolarWinds Orion Platform
Following the discovery of supply chain attack on SolarWinds Orion Platform last
week, security vendors identified another backdoor in the software through a
maliciously crafted .NET webshell called SUPERNOVA, which can be used to distribute
and execute additional exploitation code on affected Orion instances.
By trojanising a legitimate DLL .Net library for serving user specified logo images on
the web application of Orion, the attackers implanted SUPERNOVA to the software.
The embedded webshell can accept specific set of parameters present in the requests
issued by attackers through the Internet (or any compromised system in internal
network) and pass them to a malicious method implemented by the attackers for
compilation and in-memory execution.
Such attack is considered stealthy as it does not need to have executables to be
dropped to the target systems, but only have the compiled code (payload) be
received and executed on the fly (in-memory) through the API provided by the
trojanised but legitimate library. Unlike typical webshell attacks, the payload does
not have to be executed in the run-time environment or processes. It can easily
evade detection of typical anti-malware solutions.
In addition to upgrading Orion to the latest version as advised by the software
vendor, proper sigma rules on identified IOCs should be used in the firewalls or SIEMs
to detect any malicious activities associated with SUPERNOVA.

Advice
Apply the latest updates on the affected software.
Monitor network traffic and review system logs for suspicious activities.
Use anti-malware solutions with signature updated and block the known IOCs to
prevent attacks.
Sources
SolarWinds
Palo Alto Networks
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Product Vulnerability Notes & Security Updates

1.

CentOS

https://lists.centos.org/pipermail/centos-announce/2020-December/048241.html
2.

Debian

https://www.debian.org/security/2020/dsa-4816
https://www.debian.org/security/2020/dsa-4817
3.

F5 Products

https://support.f5.com/csp/article/K09604370
https://support.f5.com/csp/article/K24608264
https://support.f5.com/csp/article/K40540405
4.

Gentoo Linux

https://security.gentoo.org/glsa/202012-09
https://security.gentoo.org/glsa/202012-10
https://security.gentoo.org/glsa/202012-11
https://security.gentoo.org/glsa/202012-12
https://security.gentoo.org/glsa/202012-13
https://security.gentoo.org/glsa/202012-14
https://security.gentoo.org/glsa/202012-15
https://security.gentoo.org/glsa/202012-16
https://security.gentoo.org/glsa/202012-17
https://security.gentoo.org/glsa/202012-18
https://security.gentoo.org/glsa/202012-19
https://security.gentoo.org/glsa/202012-20
5.

Huawei Products

https://www.huawei.com/en/psirt/security-advisories/huawei-sa-20201223-01-cloudengine-en
6.

IBM Products

https://www.ibm.com/support/pages/node/6388720
https://www.ibm.com/support/pages/node/6391652
7.

Oracle Linux

https://linux.oracle.com/errata/ELSA-2020-5483.html
https://linux.oracle.com/errata/ELSA-2020-5487.html
https://linux.oracle.com/errata/ELSA-2020-5493.html
https://linux.oracle.com/errata/ELSA-2020-5503-1.html
https://linux.oracle.com/errata/ELSA-2020-5567-1.html
https://linux.oracle.com/errata/ELSA-2020-5619-1.html
https://linux.oracle.com/errata/ELSA-2020-5620-1.html
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8.

QNAP Products

https://www.qnap.com/en/security-advisory/qsa-20-17
https://www.qnap.com/en/security-advisory/qsa-20-18
https://www.qnap.com/en/security-advisory/qsa-20-19
https://www.qnap.com/en/security-advisory/qsa-20-20
9.

Red Hat

https://access.redhat.com/errata/RHSA-2020:5614
https://access.redhat.com/errata/RHSA-2020:5615
https://access.redhat.com/errata/RHSA-2020:5637
https://access.redhat.com/errata/RHSA-2020:5638
https://access.redhat.com/errata/RHSA-2020:5639
https://access.redhat.com/errata/RHSA-2020:5640
https://access.redhat.com/errata/RHSA-2020:5641
https://access.redhat.com/errata/RHSA-2020:5642
https://access.redhat.com/errata/RHSA-2020:5649
https://access.redhat.com/errata/RHSA-2020:5654
https://access.redhat.com/errata/RHSA-2020:5655
https://access.redhat.com/errata/RHSA-2020:5656
https://access.redhat.com/errata/RHSA-2020:5660
https://access.redhat.com/errata/RHSA-2020:5661
https://access.redhat.com/errata/RHSA-2020:5662
https://access.redhat.com/errata/RHSA-2020:5664
https://access.redhat.com/errata/RHSA-2020:5665
10. SUSE

https://www.suse.com/support/update/announcement/2020/suse-su-20203877-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203878-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203880-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203881-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203882-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203883-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203884-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203885-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203892-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203895-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203896-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203901-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203902-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203903-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203909-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203911-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203913-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203914-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203915-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203916-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203917-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203918-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203922-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203930-1/
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https://www.suse.com/support/update/announcement/2020/suse-su-20203931-1/
https://www.suse.com/support/update/announcement/2020/suse-su-20203932-1/
https://www.suse.com/support/update/announcement/2020/suse-su-202014584-1/
https://www.suse.com/support/update/announcement/2020/suse-su-202014585-1/
https://www.suse.com/support/update/announcement/2020/suse-su-202014587-1/
https://www.suse.com/support/update/announcement/2020/suse-su-202014588-1/
11. Treck TCP/IP Stack

https://us-cert.cisa.gov/ics/advisories/icsa-20-353-01
12. VMware

https://www.vmware.com/security/advisories/VMSA-2020-0029.html
13. Wireshark

https://www.wireshark.org/security/wnpa-sec-2020-16.html
https://www.wireshark.org/security/wnpa-sec-2020-17.html
https://www.wireshark.org/security/wnpa-sec-2020-18.html
https://www.wireshark.org/security/wnpa-sec-2020-19.html
https://www.wireshark.org/security/wnpa-sec-2020-20.html

Sources of product vulnerability information:
CentOS
Debian
F5
Gentoo Linux
Huawei
IBM
Oracle Linux
QNAP
Red Hat
SUSE
US-CERT
VMware
Wireshark

Contact:
cert@govcert.gov.hk

GovCERT.HK Weekly IT Security News Bulletin 2020-W52

5

