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e Information technology — Security techniques — Information
security management systems — Requirements, ISO/IEC
27001:2013

e Information technology — Security techniques — Code of practice
for information security controls, ISO/IEC 27002:2013
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e Information technology — Security techniques — Information
security risk management, ISO/IEC 27005:2018

e PCI Security Standards Council, “Information Supplement:
Penetration Testing Guidance”, September 2017

(https://www.pcisecuritystandards.org/documents/Penetration-
Testing-Guidance-
vl l.pdf?agreement=true&time=1620631951140)

e Open Web Application Security Project, “OWASP Testing Guide
v4.2”

(https://github.com/OWASP/wstg/releases/download/v4.2/wstg-
v4.2.pdf)

e The Association of Banks in Singapore, 2015, “Penetration
Testing Guidelines for the Financial Industry in Singapore”

(https://abs.org.sg/docs/library/abs-pen-test-guidelines.pdf )

e NIST Special Publication 800-115, “Technical Guide to
Information Security Testing and Assessment”

(http://csrc.nist.gov/publications/nistpubs/800-115/SP800-
115.pdf)

e Patrick Engebreston, Syngress, “The Basics of Hacking and
Penetration Testing”, 2" Edition 2013

o HEARKMEERIE (EARSHA EERENBIFETER)
GB/T 20984-2022
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