BrBURDAE

([l

el
W
H>

R s

L5

[ISPG-SM03]

2.1/
2024 £ 7 A

ot \ RFLFE
B SR AT BUX BUR

e N BT ] A M5 AT BUX BUR DR B ASCE N BT R R
2e e N RN [ A A R AT B X U W At v, AT ED SO Y
SR o A




RAE
© 2024 A NERFLATE AR AT BUX BUMH

BRAR S ATEN], A H AR I 28 BRI RS Hh H N RIS AN ] R S0 AT X BUR T
Ao R THIFMREL T, XETUR— T DME TR e =i Sy -

(a) A3 RGBT Rl E W B AN i A Je o3 R 2 8, DT 2R I R Al o s

(b) B I ARy i a0 1 45 32 g s

(c) WATHERM B HIGORE, 1 HAMSLE AT RER BB MEA BERE BLK

(d) SR A b B R b [ 428 v e B R0 [ o R AT BUIX BURF A v 20 K
Hh A N BT [ A i 5 0l AT BUX BURF R B — DIRCR] ) 17 HIR

W2 I BRHE EIRZAE T AN TR, 18 IR BUR T A RV



Bsae %

Bid &

L f B AR IR A

U | KPR R E a5 hm | BmfF | 1.1 | 2018 &
1.0" B4 R R B 2 A S S AR 7H
L. RN T (5 B AR % 4
FE A 5 LR I FF R 2 4 I 3
I 4 5 15 H A 52 56 5 A — B
5%,

2 | ISR CA T P % 12; 2.0 | 2021 %
LB L A Joos. 6 1
Tl N A2 P ) EHE R 28,30,3’1;

IF R % 4 A AL IO BT AR | B C
Bt LR
S5 LI B PR R B T A8 45

3 (BURRAR R B G AE] B 2.1 | 2024 7

Sy TR B A 7H

ikl 7 eI ]

iii



H %

H 3
Lo AT A0 et 1
Lol BB e 1
1.2 BBERYE oo 2
1.3 S8 SURME TR oo 2
L4 BRI TTTE et 2
2. BB B A TR oo 3
3. TRBZE AT AN ot 5
3.0 TRBHIBHEHIIT IR covooveeeeeeee e 5
4. PRENZEE LRI ot 10
4.1 PRBNZE B oo 10
4.2 I B IR TT ZE e 16
4.3 FR A B TR oo 19
4.4 RN ERTDNEEE DL AETRFT oo, 22
4.5  UENZE B IR B BT I DI oo 23
5. VRBINLFHFRE T TF IR ZE A oot 24
5.1 R FFEF BT LA TEFE oo, 24
5.2 TRBIBLHFET TR FIH con 25
53 BB GBI IRE o 28
5.4 FFRIEBBEFFEF BIIR oo, 28
5.5 TFRZ2FEFLHREFFITE R BT e 30
5.6  JF i0OS M Android % 4= i s N A2 Fe B9 R AFAE AL S 33
BEAE Ar 22 A FRALTE B AR oo 34
BEEAE Br ZE BT TR oo 36
B AE Co PA 3 BT B S FE T IR T v 38

ikl 7 eI ] iv



1. fah

Tzl B H W S, F AT I AR S R, XA A B R
(L WA TR 7 il = I e () P QT T DA RPN ) e S =3 0 B
N IR (B FIRERR ) i ok TERIIF 3 1 R0, HIRS A Z Z i 3)
PE WA EGE Z RSN R 2 ok XU, ] e A N AR
Fe 304 3 /T ko T8 52 B0 e BR85S 2 B U . 25 B8 B B A B I e
FEAEIEME . o T RE Pl R A AAN KUES, K 2 0 Ak 22 i 8 B T AR e
FIF R BARMI RS /L, BA G A, BAENRK)R / WI1R M % 2
it 21 2 AN T it 3 B RE e 1) FE R

1.1 Hm

AR EAE N RIS/ FR T3 8 B R A TR 2l e B DL K % 4 T R AL B)
R W 2 e L RIFE . 3B 4 ERAN AR E
A B0 RS AR A 3, 3 AT QA AN SR 9 Bl 3 B R O B A
RTEMRA L. 8 5 BRANHRINHRERF TR % 2K R EI L,
EH T2 5 RIFE AN 5

A AR5 BUR I % 4 BORASCHE, A (R HEE B AR 2 2 BUR)D
[S17], (EEHARZEERE) [GIILHAMMKERF 5 — R .
AAh, R/ TR AN A BT SR, AR 55, VRl &
S B REEJR /ER TN A B AR SO i A 48 R A g i K R AR AR S
NHE MR E T REAT EERRY

ASSCAE A A JE MRS R R, R A R R SR AR T 5 2 Bl A B Rl SR
FARNLF G MIBBUTF Z X RaIEERE XL, [HshE ] /A
fifi 17 S AL BB R R 5 S Nis 5 ol W B, B TR AR A RN, R
AL CPARCEENL . B ANL, AR B R BOR R E . B NAE
HIRHT, 2558 Kk #8308 & 1) 2 A 4 i M R aF AR A 5.

ikl 7 eI ] 1



1.2

1.3

1.4

Z 25 bt
LAUR B2 2% SO N AR SR B S 25

o  HWBHFHATEIXBUMN (FEAER BHEARZ2BUK) [S17]
o FIERHATEIXBUG (FEBAR L) [G3]

e Information technology — Security techniques — Information security
management systems — Requirements (second edition), ISO/IEC 27001:2013

e Information technology — Security techniques — Code of practice for information
security controls (second edition), ISO/IEC 27002:2013

e Information technology — Security techniques — Governance of information
security, ISO/IEC 27014:2013

e Information technology — Security techniques — Storage security, ISO/IEC
27040:2015

5E AR Y 1A

ASCAER A (EREMEE B RARZEBUR) M (FREARLEIE™M) AT
HEs BB RN B 5E SR AR A

ICY N

x E=

P2 RS

A BB BRI N B g S A AR TR W, T A A

P, S - it_security@digitalpolicy.gov.hk
Lotus Notes HLH: IT Security Team/DPO/HKSARG@DPO
CMMP HHE - IT Security Team/DPO

ikl 7 eI ] 2



(BRI

2. ERRETH

fE B R R T 2l MRl e mersde T, Uk ER
BN . R M, &S TE B ARG Kb B e i
FHEMRKEERGT. GEZeEHEL -EF M. A8, %, &
A £ i U R P X S U R R T, ORI GE AT RO B SR AR . WSS AT
BIRAE BB, DL ORAE BB G B ARG % 4

fBR %G MY N — RV & LR S A= 6 S 8. X ES U EE
ANBR T BAR 1 96 s -

o WHREMNEREHLN,

o HIA. MSE B AEAT EOR;
o ZAERAR;

o HAEHEFMENUEH,

o  EARINKIMAE L M
o ABIAGERILE,

ZEFHERESHN
RAT /T AR L 55 5 ZEANBUN 2 4 BOR, il e A0S AR 11 4E 2%
B ARE. AL

RS/ FTIIRF 2 E B 2B RN, I H RS T T2t
B I B AR 5 ORI 4 /9 20 i

i, R EEMMTER
RHR / FRTIBER R AR T7 %, BL—BU A 2 77 R HE B &
GEI) 2 A MRS < AT 8 LT XU 1R 22 UK MR A 5% X

RAF / HB A WIAAE 6 BN XHE B R GURN A N R G EEAT 2 A
B PEAl,  BLIR S 22 4 i TR A O 0 KURS RS R, IR D ST B AR B A 1
22 4 ) N ST 3 2 Y 22 A PR 4RO B T B 4 A 4R

R/ HIVRTUE MIXE R R ir cawit, UBRAN 2 &b
R R 0 N o116 N 7 7 SN L AT ) R € S 23 N

ikl 7 eI ] 3



(BRI

zeBE

NRPER TG R RS, RER /AR AR 98 b 55 75 2 S i 4 1 10
A fh i, Wk S BN E BRIk, IR R AR ORI T IR
il NS AR RN

o TP i i kA B FH OE AN KOS R R AR

o TP IR B A AR A

o MNAMBEIBAKENRFIFH RN, KBHEAT 30 k18 f #1 F
F

o HEHEHEZKEERGEMN ZEME. R8MEMA]HMEWRE R MRS,

ZETHMEREHE

FEBLSE AL, Hy A7 A8 A RT3 O BOMR 55 i 1) S0, Mok 2 4 3
Pinl e KA. % e F A G Lolk 55 1% 21 1 B 51k Bl 2 4 KU, R
SR/ HRTIAUE 2 HoR e e s HUE AR, DUSe IR BB, ek
Aoy b2 gl . B BF . RER /IR HESR 5 R T IE Y
Hhya I8, E I oy AT 0% 2 A KU IV L BATH BR A5 AR BOAS 2 ZE R
2 € % e FMOE BRI, BRI/ ER TN A ) AN HE %l = B
Il E MR R, DA A 40 A BRI A

ZEBRFIIMEE S B

KoNME B2 e f D NEAA 5T, Prelaksi)m / o TTRAS W7 52 T+ HL A A I
RN, BEHIINLAT, WRAXRET T2 e K, ET %
S RE AESR, JF RIUE B2 4 1 R AR A3 5

SHBANEEILE

DS L 8] 5% JB i T 35 AN W A2 4k, SR SR /BB TR AN W7 03 & A AT )L AN
TR FRL PR 22 25 i 1A o0 AT B B 22 4 Y TR TR, L B AR A
MR o NORE BIRE B O 0 R A BB R 2 A B R AR I Sy R KRR /O
TR B DT [R5, DA R BB I ) L Ox 4 it oK 2 A XL B

A AT I DN N e = A e 7 e o AN 7qe b LB
R 25 JB 1 155 4 1R TS

ikl 7 eI ] 4



3.1

Rsh &£

SIS H, A B SRR T8, JRx k55 as 1 A+ oy
{ELJR 5 R 2 4 i L, B AR sl L RE e 1 n a8 R I KU . AT SR
I 8 L H LR 2 A i) B 2 A i K R AR AR . R/ AT E
MR A B (10l 55 75 B e A B3 2% 8 2 A 4 i K R A AR L A X

T BRI X AR 3

M B EE PR AR B AR S . P ERE () a0 3 w1 2% F0 5
WD s MR . 5= TAFAH, shi & il £ =5k
o EAEH], FEX et Uy e AT A 5 R U AN k. BUR 2 R B
BOAR A K 2 4 R -

o)

o fEERA LA el R E
Hish A AR RGN, — M T 702 = 2 BLAR 2 R
Jis Bl G o s R Kl A, Hsh kSR A
bb L At 25 B B 5 0 AR B B, A B A i ) XU B A

o % AR I AL I B A R
ish 2 Bl A AL R Z R AME AR xB . LT
SHRENE. B, ARAKERATEIEZNRT, RRFEM
N LAEA T RESRBOCE BN M BUR AR . E s A .

o MEHARFEMFRIHKE
REWRE, THERAMANEE, RonlfE. 7 DB
AR R s R E, R EEZ 2R, FEBEAEN
Za R Cisid .

o R BUREE (K IR I
Mizhde B T BUSEOE, B ANBR. B A2 AN 44
AT BUR B 1) SCAF IR AT AT RE R BNl A7 AR R R/ BT L HE A
BB E . O 7 By Ak i R 4 Body B B B R o R
B T BB M R, X S RUR Bl A T B 3 B N T e
ARIZBLA 2 4 TR AT INE R I .

o AN AEBEA LB E
BOE B 2 2R 8B 2k, LB IR OR G BT R AL B 2 B K L T i A
P EE . BT RO BUE R REIC B (Bl an ™51 ) AT DRI R E A

ikl 7 eI ]



iz & e gy

R AR B AN EE . peAl, BRI Sl BT R R AT RE A & AE
BOE I b A BB oR HERL @ A, BIAnIRUE L e N R R Ok A3 R AT
BT R HFEEE . A RGE RN RS BUR SR, X S BUR R
AAREH —HRER AN LF I,

o AL IR BN LT 78 A
— B R A 38008 TR AR AT SR A SRR s iR T A B . A
RS iish ik se v (JUHZWAT USB & H) AR, 1
BRBMARET e R 2R PR E b, i 53 DU B N A BUR
o WUk, RS ER R A f RSB AR 9L Bl H U TS F B

[ %

o 3 AN TIAE I K 5
i Bl B A AN b S A AR LA B B R 6 U 1) LRI, Ak Wi-Fi
Lyl B X 4 o IX S8 F B eI I, & BUREUE A HL & A i

o fHEMA L AN ISR
SEZKERMXBMA BN 2 Z LM ER P AEN TAEGHLEL,
ViR W B I DAE < LB e R 5 NP 7 R 7 M BV S v 2 B R
VRSB 4 o B M IE IR A 22 4 R o 4 U SO T8 TR
SRR, e PR eHE.

A% e

o TEHIRIRALM R AL 7
NTIRER SR E %4, R E LN AR N A L5 Z H .
BEA N WS sh B Ry, B0l 3k LSO . LA,
FrARf e B, 5 N R e G AR SRR /BT T SR A
MizhE k.

o RS TN R R Y 0
U2 L W 4 PP M 0 5 PR A o 5 R KR
e T A T 55 = 7 0 ST B« LI 40 B L0 & SR,
7 R 5 4 WL S8 A 20 6097 2 P £ 08 3 T B YT
SR ATHE 58 = 7 TR 0 PR

ikl 7 eI ] 6



o URVRBNE B AL E X
5E IR 55 2 A AZ WA L S A At U Bl Dy T B N RE e 2 A
NEEMHAH e E RS . OB MRS MR RE SR
AN MBI H bR, PR S L WAEIRSEHE S mEN T &
Tah B AL E, R 5RO B A 45 & H AR E 2, A&k 3h
n i A B VR O B

o A2 UL Al B AL A/ BC A XU
Tl B AR P RT AE S BUR RE R AP AR SENL A A L A SR T T 5
LA T WA &S/ A, B A2 P H B D0 N gy 7] . X R AT
HE R s A o A2 e ot FR RURS: S 9 SR AR A SR T e s R 4R o
B EL QR 5.

o IIFEARIC A XS
Mz Bl AR LT, AR EER (HAEM GPS)
brc B 2 BT IR 4 00 I8 A A AR AR . DO ORI N B k4 A
Fran & e f b BT B, 2 AE T T TR A 0 A4a N RN AR Mo B IR
&, W T A LB FE ) XU .

o IR BUREI KU
Wiz A B I 2% N A4 BN IR i T A A N BERE, G
Yo MRS, bk, AR HL REREE . — IR B N R AT R
R 1) Ik 48 N A B BOE T B BLRR DS RFIZAR P I 3R AF . W 2R i
BEE (Bl AFRIR S (PIN) IR FR . K5 BB ) Af A7 72 1K
26 N 4 B B I R, SR RE AL AR T BN N AR e i R X L U
B 14 v R

piws & DAY Y d

SRR s MR AR L, TF AU B B AR Py I 2 Ak B AN A 22 4
Ko JF RN BR] 225 T N 2% N RE % 4z ik R COWASP) Kl
L2 7 FE A AR (Mobile Top 10), LA 1 i dit 2 B FH A2 7 R A I i 9
B . KR/ TN 2 250X 25 W 2 4 KRS, JF 38 S AR O 5 R
I b I L ) B . pRER R /BRI R RAS T b B E B RE ) % A
R, PR AR, it % adwild. OWASP 2 21 1A 5K 3h
MR KBS T g n h

o AHMEHITG
XA AR R TR R O B TR SR T B TR A % &
i (Bl Android BB F AR A 248 YR B ThBé
HAT RN RER G L fb 2 6 gk - AR5
REL ARG KN (WAL F )

ikl 7 eI ] 7



o fHFHAN % A AR i A7
=TT R R A BCE TECPE A BE U I A 3N 3 B SR AR a8
M BURAE I, Bl A IR R T RE 2 L. R A% R
fF . @By N RE e BOBGIE T B, n] RE o S S8 18R B0
P B K4 T R B

o R %% 4 IEIR
R 22 e 1 T M RS IR T £ 0 00 R T K T i B
R Al . A % R R T A R B A dR SR R IE )
(RAEHR TR (SSL) WA . P AR 4 K 1 52 4 B s 2% A5 A i 5
e R B 7

o fHEAZAEKINIE
Wily & AT BE 2 B A AT L YR BN UE S R, DUBCE E AR i B
gy e A ORI R PR AT RE S R Bk B % 5 HEAT K T E L], DA
FeAS 2150 1

o (EMARENIZN
—HIRANHEF M ONEE BaiE S SRR . X R
I 2 st R s YR, SRR B R AR e AR RZ A I BLR .t R
W 15 20 8RR Py 19 4 A BCRR {8 R] BE 3 BOR FRAZ AL U5 17 B0
Hdhs B4 DL

o (EHARMINE
G SR R N A 2 N T se kAT O, Mo o 2 B e
RZS AV NG ERIOE V&

o Ui AR P AR JZE K B R
2 P AR J2 U0 R A R TTRE 7 AR R R CAn 2 v DX R R A A A
ik e R U Bl R R e AR R RN . X AT e & 5 BT A
P AR BOZ FE R 55 SR AR 48l 55 (DoS) .

o (EMHE SRR AU
Wili # 7T B & AAF T80T 58 = 05 A B 0% 0 80 T AR e B 50 0 30 B
FEF o Bl B 8 v] e I8 L 05 B VE U SO 5 O 2 A N R R

ikl 7 eI ] 8



o ARUIFIERE AL I T RE
Wil B A RE 2 o A koD bR AR, Rl RS . R
RN G AR B, MR R AR R R s U AR AL

o AALFANETThRE
FEFF R B, KRBT R @ — LRl i) J5 112 7 8l e, DAE
NN REFr B o i TR e A2 HE I RO 5 IR A7 A2, Mol & ]
A I 28 J5 T2 Fe AR AR EAT N .

ikl 7 eI ] 9



i zhe B 2 4 I

4.1

4.1.1

Rk EREEH

AE AWM A B N R R B, DL Bl 3 B B AR
J7EMH I 2 e T Re . A EE G T RTR I 2 2 B R Ok B A
J7 SRR B

it 5l %% B A A A
HHALG B ARG ML, RaVREEBRNMEMAN P OE =T EZH B -

/PN RS N o o E I O N N I 2 g (R RSB E Se T  E TA
2 % B — 28 R AR A

i 5l % L $e i

BRER /W TSR RARARERN, N EE O RaIRE

M2, PARFITER 22 B 7 R WA SCRF A B 0k 55 . BT L sh 3 B

AP, AT AR A BN 5 K e EK, R T EE B

FEAMFEF R BR I3 E . LT — L5 BRIl

o HALIAL BN R B A ML SR AL B B B B A AR

o REFMURBNEEE LT VI B TR O . BUBEE A AT AE T AN
MARRBEEN

o i OR 3 T O ORI 4 L IR AT B BUR I 2 4 2K .

o MIEHAETE, FEMBSARPUKMINER, W B TFIRK
A R 4

o (EHAGIARHA BB BN, B OR AT OCRE 7 RE B DR 1INV Bk Ak A7 £ UL 3 2
B RO

WA /WIS R P TR R O, N B R LT R
TR A

o I EEBIERZETRNESHER,

o TESR MR A T U Bl e B AT AT KU VP AL, ORI AT RF 2 XU B S AL
il CAVEAL R 2l 2 B P id R 0 KU % A% B0HT XU

o FNATMER A M TR, flinnsh e BE R L BRIk
NNBI KB AE R YU R YA . NIRRT AR A A
e DR AR RN D

I ish R BEHRE—A (H— R MRS, % & Wi iF Lo SR B P
iy RAERRSETMAEHGE. MR EEHERN, WSHAXHSE 42 - RaKE
BT R,

Bl %4 925518 T 10



i zhe B 2 4 I

o EHHR/MITH AR E R AL RHF AN AR 3R
BORKR [ MIRENLEBUE, M A 235858 =7 MR .

o NULBNEE B AT Z AR AL P, K ORI B AT

o MR I BUR, IFERAS AT USRI O Y BOR DLRCIR S R B
(R3320 2% B IR I o %A AT DL L2828 1 P B i R [ 2

o EMIFM R E SN, IREE AR % A R AR A

o JAMIJFHLE 5T e -

o MRIERKR / ARTTHIE T 2 A ER, AT Sl i Y K & B
HDE

o BUEIMANAREAINE B E )5 A3 Bk

o JAHMAZUCGELWM A RENE, HE AW IIE G5a k)
AE) o IR /BRI A% B F I/ 22, 10 303 S48 R 5l 10 SE bR
B TR 2 38 B TR BR DhRE, 2 % 8 Ok B I I ) RE R I B .
BEAh, R AH R3S bR OT S, CARA DR Bk ) SO B A REAUIK R

o ERMATHIEOLN, NS BN T A A R s Thag, AT
B EaRmE, B R S 3w e .

o HIBMEM 2 EANUENLE], 5] A8 A R A L I 4% 2 R I

A5 J Y
o HUHAWMEBEMGEER, HlNFs. MAEXE LOMARERF KEES K
BRIt 2 M .

o MBI AR . N T e KRR FE b I /D 22 2 I 3 N AR Y S 2 2
PUE M, WA E R RCR A [ E /DB | BRI, Bl &
258 AR M7 1) B RR SR AT IR e, AT A 5 it 5 T ¥ 7 1 G Al 2
FEF OB bads . Begs N 44 8D sl sl R BT fg .

o FEZALURBN N FIRE I, MR S D BodE B . AL B SR S ] B
FISERE N, JEen FBURM 22 X, R4 “wER”
o VR o JEH N R ORI AR (B s N L T K
AL EWNE D) R OIRE R, ATBLEE R E B KM
FHFE 7 BURR 5C A

PSR JR /BTN AR AR BUM % 42 2R Rl sh B 2 2 BUR, fIERIRE
LR, UIAT R R E . raiishi R EA TR, BN K
Wz g ap AU RE e fn bAsitl . AR Z e sm L L B AR, H S R A

4.1.2 WshEEEEH

BV A £ R e B AT 2 Az, N AR e U5 98 2 R AT i s R B & = N
KREENZK. Wik, ATELSNARDEEERFSENERLEHTHR
TR

Bl %4 925518 T 11



i zhe B 2 4 I

4.1.2.1

S

& B 57

CRENAIDF Y ND S SR (ENIA T SavE

4.1.2.2

e a7 R IS W U R Qe oo 'S WV R E95 3 0B 00707 NI Y i kU
BB R GRS N RE e 9w I SE R AN/ Bz 2B e, JF K
I SR UG 24 1 A2 B8 B, 51 s i 3 P R BT O RO RRCAS
SRR B R e & SCRF A FEE T, P B S B BR 2% N
FEFF . DABIT a8 % N R e 14 22 2 s R 1T 52 21 4l

TR E R ORRUER R &/ BB EERF

SE WA A U B 3 B DA BA A 22 A A IAAT o R N % PR ) A Y
R ARBCBRE B AN R R E

FERMATIE DL, a8 Shiit sl 3 & P 1N D e

FHAERKER /IR E AL, WX EOERE NP B
L O Z RN MR SR, 7RG BNMBRER /&1 E N R
RA7 -

KT AR PRI, RS R / BB T 0 2040 51 58 AR A7 . B8 A4
BT A B M B N R R VR I A sk, R OROV T 2
Fov IEAEAE AN O 37 B AT AR s N R R A BT gk, 5
DU R VRIEAR AT o 2 T BCIF LA RS VR AE B, 6 Z00R Or O 3R 11
PR R AN I i T S B

RS /AT E AR A B N B N BE R R A, LR AR TR
320 e VFAE IR, DA AT A R 35 35 A B B 30 2 A2 PP

Tah 'R P

FI P 38 AE P B J % 4z s, B EART LR :

AN BT,

B R, A A S G B 2 B BE

AN EE 2l Y OR 22 3R LI L O i B 2 EROR /8RR B PR B 40
Mah R BB AE R G, WA RE & KA BE T A R 22 WUz K & IR 57
i 55 2R 3

AN B VEA WA A S R IR BLGE R B E

AETT R BT K B R S AR B WS R IR A A A AR s
3RS R IR 55 2 A VRS AR 55 B R IS P 1) B

Bl %4 925518 T 12



i zhe B 2 4 I

o ANFINABIEA AL AF R N BRE e A A, DAL R B N R
F¥ o

o  MNEAEENAE B b2 B AR BUR SRR B A

o MUBNAE EELBUN A FE S, A EE LR SREh R
2% ) 28 A AR K 3 X 45

o AN AIATEINL,

o ANUEfE HIAE AT IR B B RE o B MR s R B B A 3h B R P &
HAl AR R R E, B 7 A6~ 36 = o il A7 Ak o5 Bems, DA KA
I 2 3 B AR 10 3L 2l 3t B2 7 B 5 43 00 4% 4 7 S A0 A O A A AR A

o ANEEWNE LA M ARG CHIAAEIE . $EaR &P &N
Ry b, IR R B Bl A7 o 65 Th e

o ANEJTIZMARER /WSO sh R B A&

20 2 T«

o IRMBIR / #ITHNT LI % 28

o HNEMZERER / B ITHAE LR BE N AR .

o NER/ WIARZAT, WL BN HIRE AL B B DA R SR AR SR A

o HRIRERAE R G R BN AR P I % A T Re O s AR R 2R
INEE

o ZBECH I T SOR B A AR IRAT AoE S CHARMERD .

o XFULBNAEE MR NI R E N, KRYEZ W R G KA, 1%
Hs 2B R B AR .

o ORI R 8 B AR E WA BRI AT FAL B AR . AR E
A B S T 2 R AR BILAT A O 22 4 SR OR3P 48 03 B R

o XEIARFHTIILLEE, Bl Wi-Fi. B LLEE. WK/
B A

o JAMMEEREMINEE, PUEAE A R2 2 i3k 45 P B8

o [FHBEMER WIi-FislH 3N Rkt @ % 8 aEEsAnE/ /|
B M 2%

o HEAMEN BE TN REMI N AP, O B I Bl e L I 5 AL R 55

o MHEHEERNILWI-Fifl G, BN G, mHAERATSERT T,
AN 5 1] B R

o JUEESLREANE 8 BRAL B P & kK R/ R T IBUR A FR 45 . X
P AT R DR BT A A 328 1 080 78 2 B2 B AR N 1) 22 S

o ZEMEMFAMMINKE. KA RN ZEZEERKEL T,
REAUE AT ENEERIRS

o JEHIEMIhEE, WAL NEENBUE R E . 240 B BUREE N AU
BRENEL, L e U R A BRI L2

Bl %4 925518 T 13



i zhe B 2 4 I

4.1.2.3 BN T BE R

il P AL 3 B P A2 e I, RSB U A s ik e AT S R HodE A & e
KA NAL B )8 o Dy 7R R X 5 T R R, B L AR )
Vile), HAFSIRBON T [H/AMBUR ] M TA&EmE ] 5N, ¥
WEMBR. st AP sER RN e ERE ENAMRRE, JHE
TR [RFEIE 4 | A 7 2 s gk

BB EE . R N U R R RO H B, RGBS AR Y T
o B E R RS . O T ORIPARL R, T I S 8 I R B N
R COLanyE MR s B A AR e ik ) SRt 2 i S N8Rk (il an &
RS, FKEtht. EHARSBMELE) .

BE A o 0 SRR 2 R 5 SR S W] EO Bl N R e 1R 2% KON A6 A
C9 4 55 A 7 A% P B A 36 520 e T BT 0 I i O XA AR 1S
BIMEHE, WA N BB 2 3G 8o e i R . BRAFH D HRF R
A NGRS AT T A Sodl Wik H R sELEEAH 58 H Y

BOEARET . 41T U S PR PRI, U0 PR B
B A B = 9 7 B A OB BB A N 6 0 B3 52 P 72 7 2
BUHD . L3 0B O 747/ 0 5 B8 I ] 35 75 3o s 50
SR I 5 B T 78 6

Bt . RO A 5 s BT RE Fe A 5C A N BB A7 2 U 3 A
B IR E B REAF R 55 A s IR IR N AR T R B I . BRAREE
SRR FE, A NS A R S 2 N SR At
5PN AR AR R I EE ) AEAN AL B . AR it A7 18 2 A
Ja S W 55 A 3k e A AL AR /R PR =T B

4.1.3 WshdEEniE b

TR EE RGN B, REWRR LA ZS .. FIESRH. #
orBogn HoAth N GBS R /MBS, AR EAT IR . SRR /T
WA R EEMNREF, BlcaMptdE. ERisIREEN) wE, U
RS E, A% E REAE B Ml B O R Ol P B EGRE . RARE
JURCE B G N R AR R, DA 3 ORI BURF B MR (I A S i 1) R 2 AL
NP %

Bl %4 925518 T 14



i zhe B 2 4 I

i
pi

i

CEZNAITR Y ND NN SR (BN 2 SR W

i AT [0 2 B AR L

KA s B i Y a0 L/ s R s . E e, Y
TshHe B Y 2B &/ Bk A7 BUR B R AL BE .

TIE. EMNBE BRI R E AT, 58 4 M ER SO BOBUT BdE .
e E A BURSE, 8 B G JUK IR BUR 22 4 1 2ROk A PR U KR
I B SR 2, M T RO R B 0L ik A AE 2 10 B 3 B P BUE
TR ) o

Bl R e ()

Tz & A

FI P 2 BR A BLTR B B 4 A ol A 5K

NP SR/ AT BEAT P 7 B ECE S

M H B OR DA BT IR BN B s, P DAE I8 W B 26 B AT
BoE TSR BN, AR NER, ESH
(ERBARZEIRE) & (AR AFEMABRLSZIERE) NIH
KRBT

RE VBRI 3E

BUWHPNE ML wsh AT RS (i Apple i App Stores
Google Play 8{ Microsoft Store) B{IH AR IR HLE M P EAERIE T
BT AN Bl S R R, S A A ) 1 A B USRSk R A SR A

4.1.4 BRI

PP 852 n s P %2 4 ROR I B 2 — 30 . WU N 53 N AU Bl 2 B R
PR 2 A R, TR AN O R R e K. B Bl 2 B ] 7 1R it
B, ARARAT R P R B g R REER L BB €
RERZ BIR .

— O S, Al E T B R R B IR A

Wi B2 B A BRI 1 DR A, DARORE N 1Y) 22 4 K .
Uit sl % B KA B BN 2 e 2K .

18 2K B 5 U B 2 B A S AR AL

sl B 2 A W BOFiE B E .

Bl %4 925518 T 15



i zhe B 2 4 I

4.2

4.2.1

sl BE T %

MR BEEHE T RZA M TR g EHNARRDTERRsRE. RK
o/ BRI R Bl B B BT &R, AR SRR B 3 B AR,
A I B 5 BLAT A 1 % A

NEVE R TR B B B 5 SO I ER N URA A AP ARG LT &
Tk, B R T R R EEEN TEM LR TR LRG0
G HNL . SRR/ BT A E T R B DIRE .

RIS =g W S PrIlis

Tl E BT B E (Ui sl B Lo AR L) IR PR A
A LRSS TR E B O RE . LRSI SRR TR AR S,
AR A R PE SR . R AN BT R, KRR / WM B S
(KoMl 55 AN B 30 5T, 25 8 S it 2 4 1% A 1) 7 oK

o JHPFTHIEMAECE BT, KIEAMLEREE.

o EFRVTIMMBNEE E IR A MBHEF 2RACE, DRI E 1w
il

o UMBINFHREFMEE, Bl LB,

o NEHE UG In) B AL TE A 1 R T B B

o  PAT AW, WifE A TC 2k 4% A% 3% K U i A R B 4o
s I

o WERHITI.

o  HEEHNRINEIE R E N EE .

o MU ZNAL B B AR, E PRI BR AL B N R .

o HWM — Bk, B ENHBEFAERS, RE-AEENTHE
W GEZS R B) .

ZHTREEET G OB F @ T A g R . R R E GG LR A, W
FRETCIE N B R E T B A R At A R, HL T sk A B RN

ikl 7 eI ] 16



i zhe B 2 4 I

4.2.2 AN EE BT R R AR

LA g% — s DU sh R B BT RAF RSN R B 2 2 B H W R 1R
v

o TEREIAT K EBUK

MRIE T E B BRR 2 2 BUR LA R BUR . REP S AR B AT R
VefE b, BERREEHETE, AUg - MRE T RER / &8
Prif e s B B b o A sk R R A O e 190 3h e B B 4
EBK

o S REERIE

25 ) RSB YR, RLE R DA 2% Dy B i A 2 B IR L A 56 IE
DA R DNy i filh B 56 0 S5 A /] B9 VR SR IR UE T P e B . MR E N E
—BRAUERE S, MES) B, NIT S ERE EBiTae, DU 7%
BMAECBK. RENE T A2 an, &ALy EE
N ok

o WA HHE IE I KA AF

N7 DA™ 8 10 % 5 3, B e 4L R 48 5K, R OR 97 52 B Bl
WESWRER /AT b A 55 TR B G R, R NS ™
JE R 2 BN AL AL AH A7 &5 B i Bl A7 AR N i Bl - A A8
) H ot N 2% I o AN S8 VE AR AL B0 A B B U 2 A PE R I/ I B
MBIE /Wi E. NJE SRR BRIIAE, LA i B 2 E O 8K g
B BENAEZRBUERME B aliF R E A 2 B

o RN MR E AR

PP BT T 3 B F A2 e B SR B BLRR 2 7 T 28 B 2 A B
MR FP Iy, FEFPal e = 2R M 1R TR, U5 iRl 2h 4 & B i Hodls
B0 5w e N, WS R B I A b S BRI A R k. — B IR R B
MR B AE AR X Z . S 4h, EBABAT, —&iizhh
MR e BRI T A ThAE (FIAnMNL. B AL B, 5w
Mo A AR B P BUIR o SR EOR W] BE 2 7 kA N BB RA B
7] &

PR ZI Y T 5 BT RE P AR AR 5% A — 2 47«

B 1) 70 Fic &5 3 A S R Py U7 1) B2 (Bl e bl 2 s X, AL D
RIABLRR ,  BAOR B AL BS

Bl %4 925518 T 17



W 2 PR 0 I 2 P36 2 0 5 O e T LS o AR 2
% R

TR, 5 U SRR 0 25 R %

45 2 T 00 0 0 T SR RS S D T 140 0 A
B 1k R 22 R AL I Vi 1«

o PR AR LM, DU (RO B b ok 1 T A A
KR 0 5 1 B B R U O R 4

o RAVE BN N

FER B % B E R 2h 18 PR B R G 5 BBl ) BE 1 9L 3 B RE e
e i sh B RE e AT N 44 8, DL DR T 08 LAtk o e 2 A
R CHLE A BB IT & B G AE it 3h 28 B i sh B RE P ) o

o B

Wi zh e B A T ST PSS BLoz i o B BRVL A AL B 9 B Al A . — Lk
Al (Flan, REhREBEE. ME) B REIRERAEREE
BT RE W R B YO R UK, N E LA AR B i R
DL PR3 K 3

ikl 7 eI ] 18



Miah e B w7 e

4.3

4.3.1

fRE S S % 25w

AFEPNBUFT N R E N AF SRS Z2EE, OfFgR
sl 2 e At Fsh 2 A R Al A B RO R . R/ E T
KR E . W EBR K. &Eiﬁ%ﬁ&mﬂ%ﬁ%aé%
. 55 4.1 WHRGFMEWAEXAR, ZEHRAREHNFSIETEE
KA, WX A B A ok B S, Wmféiﬁﬁ@ﬁﬁ\m
TIER B S B g FAR AT, BRI B k. wik LR R
R EINTOIRS RS O ey R s G Rl TR S & AP

T8l 2 4 A T g

Wish 2 At CEIanps 28T PR s A B B AT e, BB
AHERENERE, R ARSI E A NBER . BOPF ) #8373
FIRE Fp 22 26 2 Wi S o LA 4, 38 W] DABH 1k 2 22 28 10 dit 3 BT AR e U 1)
fib N2 AR P

Bl A A S e A (B AN R T

o i/ EEEHIE (CEENRHINHER)

o [HIEME AE A / K

o MUPREBEAY (PREZAE BEVLSIN AR FACR, DAORS 30 B 2 7
RE)

o FARRMIN (HERKAMINEE ERNHERF, FHihiRA 2 it 5 fHUK
EAE/D)

e Wi-FiZ4iE&

o SR

o PilEfRY

o CHEBAFRI

o SR H

o AW A (Wt yE T RE,  BH R P 0B B S B R
A5 1 I 3k B A R R P D

o FAFRIEHLAR (FR 2 ML BRI L)

Bl %4 925518 T 19



i zhe B 2 4 I

4.3.2 N A PR AG

4.3.3

T Bl 2 4 KRS VAl 5 A2 35 B P AR S8 B 1 44 R R s e R LR A AR Bl
MEFZH, HIERFMERZ 4. XA LRI / &6 178 2 3 R
BRA AR Bl YRR e 22 1 VE A O B0 2 L Y 2 A R

HEWHKRER /MG~ ZEREVRBEH T SH. FRER /
IR AR A b 55 R A Joz 2 R R A, IS A UAUUE AT TS . TR RN
FEEARTLUT A%

o REUHF (BRI, 8ER/NH / RTEEHR) .

o UBhN AR T A ROALER O s N T /NVBCRR ORI, A R I
BB .

o Uil W BEFIE F R B

o BN S M UAE (BIIIXCEINUE) .

o WMANMRERFN e (Fladdme. Sz .

o MEORITM LA (BlnfEMEmIERE AT A L EUA LRk E
a3 BRI

o LB RE AL kA (RIS 908 N R e AR O 0 208 A% A7 AR
2 2% B Bl A g I HUE )

o AN EMIT AN N RE ORI (e Uy Wk TR I N R Y R
JED

o TAEMMAER (HIUNR a0 ETEH B3N ERZ I

LB O 1y ) VA R e o B 1L W = v G o R N2 e VA E D Y
%2R BCEEAT N, HitEd 7 sd

Kb PR B % B A R U I

NS BUR 22 4 K, R/ BRI 2000 A% B R BUR I 22 4 e K3
o BEAh, RHER / WITRCRG LT 2 E A, BRI IR B3I AR E
Bt A IR 2 4 B -

o ANEIERBIREE b Ak LN K 55 v ML B

o AEIERNIAE MR BB A BEHLE B B2

o TEUBIAEE it A7 B AL 18 BUBEE I D 55 B8

o REBAQTRINEE b A7 BUSEE .

. %#ﬁﬁ%ﬂﬁ%ﬁé%%%ﬁ%,éMX%Eﬁ@%Et%ﬁ@
JREE .

Bl %4 925518 T 20



i zhe B 2 4 I

4.3.4

o ANERANRENWBUREIE S AN Zim AR . BAIAE G
JEBARBE 7% B A R TR B 3 E D

o LA MV B AR B, R AR B P I R S A O B B B, IR AE
EHBEMREA ZE R EHEBAREA.

o  ANBALEMN NIA MR B A BUSEE

o HAMEEMFMABBAEMRANEE, MEKRERT 1 &E
Ryt 5

o TN BE BB R b B R AL AR o A R U 2 2 I N 0 R A R
Fo oL E, 3 G H A R 22 3N iy B 5 e b ) SR K

o TEAMTHIGM T, MR E LU M BUREHER BN, REZ
Y 17 4

o ANEIHHNAT &7 MU 1) B A

o ANTTRE B B A% B B A AT B BOR MR 55 BE A& L BT A 4 R 55 Bt
# L.

o WMMBUFWIREN AR KRN RE . RERE SR EAHIR,
FOLHVEME B ATt AN R AR E N EE R 2 TE, £
A AR IS 8] B DR 37 3 B S T e . SR B3 IR .

LRz E

i1

AR IEI EBUGF R B, BRARPT LN B3R IR A5 ) 4 B A B
A7 8lE o DA% IS AR 7 2R P 3 R U R B, B A AR TR B AR
BN AL RO . R A N R T R IR L, & A B PE T
TR Bt thoL AR5 . A HREIFE VIR, RER /AN RITA Y &
FRURCEI A 1R B 0 T T B R A AR I B U7 [ 4 R T IE B

A BUR N G A AR o L s A L, A RN SN S LR R4
i

o MRHE [ THERE ] R IR Ak A7 KA .

o RABBUAAIBEATEATHA

o (EAH ] 5E B B AT H A N DI VRS P A N A
o NECE B A AN FLHIIK R A

Bl %4 925518 T 21



i zhe B 2 4 I

4.3.5 Wk, Kok eEHEN

4.4

Wi zh % B AR RN A 5 WK B . R R/ T N A T B U %
EHEWACHER, VAR RSCR G HEME N L ENRE. HRE
AR, RE M NARYE 2 4 S B R ST BV R T A

AR/ TR R LR RAF AR b AR b B0 R s R A A

o FUHH AT BEMLWWE I S

o ERARLEWATHIREOLN, XERIEFRER UL 54 B W A .
o filE . WMB Ko IR A R R B BR BB R E R
o NP KR I ) BURME B % SN 2 FAL IR F

AN W ) % B % 2 e

FENLR A AL NI B sh 2 B, L rp — N SR A 110 2 4 ) 2 4 A AL
frFtE. T RAMARREIREE R hRra R E R TR, 5T b
bR AR TR B N AR e, XA R R AR E N . S5,
N GURBE A A 1B B 30 A B 10 R s P K/ B A, e S A
P AAS 21 58 2 42 i BLPR 4 ] B st . 3 e 3% B B AR O i 2 R A
i R O N JE R EUF A BT 4, T RE RO 7 A, R A A R
f . LABCAE BUR AR I 28 4% 46 0% i fE B O R T O 5 0 1 3R
i B o w L e MR, 0 b 8 R ke P T O A R, FER
PG A RN, NMAR IR Tk S5 B AT R S R E

WRF/ SIIESERARNEE TR MY LN E RN EER, N
HRBIFZEERNEXRMEHAAMAEEEEREEME L. A,
(S BEAR L ABER) [S17] 5 20.1.3 FER, &AH N EATHEZE
A e B RLAR S, BB IR AN E AR i

AL E AR R BB, MR NI A R BN, s BT B RS
HE B R B R AT HOR T %8, DUOR3P UL 3 26 B N 1) 08l e 2 AR R AL
Vilel . M REEHERTEHLE LRSI, 10 3h # it
KB 0 T R . RORR /BT E S (B 8 R B 4 SE 55 4R
B WSS SNBSS LR R S B N B s . A0 4.2.1
T s R R T R RS

Bl %4 925518 T 22



i zhe B 2 4 I

4.5

it 51y 2 LI R il K iy i 4931

RAR/ HBT AR i B3 B % 4 UK i Bl B ARSI A AT Bk 55
Lo aBoR, Bl R/ HT] E RS R B AR Cn AR 8 4E &
GihkA . ATHIE A/ RS 5E) , JFESRZ R VIR G0, WE VBN
MBI A2 W, Mikislr TRER / &R0 R &S x5 K
P I R N AT it 20 2 B 0 5 1) A5 PR A B0

RAJR / HBTT L% X BG HR g AR P S T ) U B0 2 B ) DA T R R U I G
fEROEN B3R B 2 EBORIN, R/ / TN 25 58 LR JLI A 5 .

XU % 4 R 1) AT

B AE SR E BUR % 4 BORPUATIE A RY, & WA E YRk 55 1 4 A
PANMA RN A .

AR B L

o AR /5 BT IR UK EE BB R, AR R/ /BT E
{20V, 55 75 B Oy AR e L BR A 1 25K

BOR L B R 1)

G L n] RE R B AR s R BRI B R R G, Bl SR T
B A 10 22 4 Tl R OB — e PR AT I BB R SE 1 U B ke B L T BRI
185 .

TAF b 5

WEMTHRER / SITEREHEOAE A, K A T H AL A F K
AR

ikl 7 eI ] 23



i zh IR P T O 22 4

5.1

MBNHBEFITRZE

ANIEMTZ 5 ki sh N L B BRI IT RN . X T 7 248 AR
MR B R E BT RO P AE B 5, W2 % 4 & -z
REZEEH,

TF sl N AR e 1 22 42 7% g

H1 - B4 3t 3h NI AR P 2 A A U 1) SO B0t A kAT BB R i B,
IR AL RE S B R BB AR08 R AR I, D9 JF R A 4k 37 22 4 (1 3L 3)
RLFHREFE AR TF R B B R Fr 19 AS [ B B Z04E HY 2% T 22 4 2% )8 AR B
et (BHREAREEHEZME .

AR IF KW D735 IE A BE A, BB O T K 8L DevOps / DevSecOps
(ga R . T%Zae] 5 T#HE] D FFHKE AT RKET LB
LR S MFF AT H K, PASEPROE S/ B 2 A b ST B B AR
EATTEEERFLNEE,. BE. WEMZA, DRBEFF K. WK
J 3 ORAIE 2 8] & AN FE P o IR A AT A vk, K 22 4 1V B 8
R BB A BT R B & AR B, U R B B, LR E D
27 A A I T G DR W T B B I S R E R T AE .

N7 4R AR 3l N R R e 0T AR AR T B AR e XU, BL R S R R
JE& Ja 393 ) — A B BoM 2 22 4 g

REAE | %L%E

%5k 1 AR B2 2 g 9k — I AT 2 A R, B A
TR I B — N R R

it R 92 R W BT S 10 9L 521 B2 40 1«

R I A 52 4 9 T LU T 208 0 LR 3 47 9
% 4V A

il Wl A 3R 5 0 i 2 R T

HE HE 7 %2 4 SR VP £ 0 42

HE5 5 SCRE | R TR AE 4 % A B e % 4 R

ARG | R R H AR, LR

ikl 7 eI ] 24



i zh IR P T O 22 4

5.2

5.2.1

it 5l N RE P T R 3

ZREY B

FEZORMr BN F G 2 N w, Sz el NN TR AN NiE
A D RE 22K — I A 2R, IR AT R ILAb B Bt — D InA % &
A QIAE % 3% 1T € % 4 BOR, i n] 1 BB BUW R C00€ B, K
KR/ J5 B B A AR R AR TAR o AT € 2R BRI R F R LT
F AT -

DAL L BT R A TR R

Al PSS PR 7 R e S/ B DA B b S A i ol S R B
ZARVERF L. B A ) D) B R 22 4 R 0 2 N b A E IR R
JE AR R 2 A T R N G R BRI H L ) A £ S R UM 5%
L e i 1) 22 4 4 ) $ it OR 37 B0 N2 5

B i A7 AL B3 2R

TF I BLFE oy TR AL PR 1 SR R AU R, DA R R P R Ok
oy . WURKAE W RE R AN EE TR R E E AN AR,
Y& 5 T REAE A% W R) bt BbAh, SHARCKRAUR B R, WK E
WA Ty R B o T R AR A SR A B R R R AT R (48
(MNBERE CRABRD 260610 D, 3T € & & 1 B dls i A7 A0 AL B 25K .
AR B0 N A RE P 6 AL B AT BOR S, N AT AL B Wi PR A

NS NI

JS7 SR FH N % B R AR 37 5 Ui 3 3 B A A A AL SRR AR B S R 45 A% 2 1)
2 B B K dE o B ORI 30 B2 T AR e 4% ML 5 R 1 Mk S OR T D 8 5
7&7 @nj:jé

(1) 35 FH 28 0% S 2

(ii) IF Bk £ A0 i B N 25 bR 5.

(iii) 840 8 & {8 [ — 41 % 1 AL 2 Fh A & .
(iv) A8 22 4 i Bl L 2R o 7= A s 7= A Bl ML RO

UNTRGIPO AR N

N 22 3 YOUE AE B P K P ROk 1, B FE R R BE AL AR G Uy i) 4
WAE R P o G R . ST Z ISR, DAARTE R 2 & %
B e M 2% . N PIRS AR T N %5 8, B wnfe N
A NERR /LR S

Bl %4 925518 T 25



i zh IR P T O 22 4

5.2.2

oA 2% 3 T2 SR

TF R 3 N PR R s B FR P 5 3 B IR 45 it A 2 TR) BT A2 6 B8 ) P 2
PEFD 52 B o b PR AT A N FE P ACHE BN A G2 CE 2 e B AR
W2 24 (TLS) PRl messiE. E4FH TLS i, 5 %34T
ER#ANThEE, ANEEMEZE K/ HATEBWIER. 5345,
FE PP 78 8L A] e ) A 75 A B SR SRR BGIE 45, DA Y W 2% X5 (5] v
PN & DI

2N R EF N

AR e o i W £ I = DAV E 0 g TR AT R P S R VA
P27 2 (6] s W CREFP 8] R RO

2 P ARG o1 21 A0 4t 37 B B R

T L FH RS P I R T8 AN 22 4 2 B A M A 3, 490 40 R e 2 DA RT 5 A8 1
WEHEE. IEBNAARY. 81585, NMEEIEBKNZ2ER (F)
E S S WK, DU R — W W2 e A & gk 4f
FE T8 8 R WE A5 T o U0 50 2 L R BR A U Tl BRI (481
RN/ Z 5w KAMERNE A TAIBER ] DhRE) .

A IE B T AR 68 70 B 3K

hn i B L 2 e 2 Ak B B Uy () RO R ICER 37 A B 5 AR
Pl i TRERIBE J7 o N BRI — RAVIRE Z Hl 5 it W [ p
HREFEE ] . [HiEshSsMmEs] o TREHE] A [iE
FATI ] A

Bt B

BT B AR A8 25K By BOPT € B A% B0 TE N AR e 2R . ST R P 2R
fJ5, JF R BN 2 BT 52 11 %2 4 205K, 38 1 R 9 7 A8 1 38 AT 225K i) 7t
Lo AR d B R R G TE . XA AE VR E R A B W THIE ) &2
PTG, IR S UM T DR AT Ak B 5 N R A R R XU

24 B IR NAE BETHIY BOEEAT . AF O MR R, BR ORI T R
BRI Z N RGBT

Bl %4 925518 T 26



i zh IR P T O 22 4

5.2.3

5.2.4

5.2.5

5.2.6

5.2.7

TF R B B

20 B L A b ET B OO 2 e RO, R R T T SOE e A
FAFRHE WA R . AETT B BUEEAT 2 2 VP4l B AT B A € P 7R 1) % 42 4%
il 4 i, IR IE I R OT R R A R AU e E . AN, N
VRS 2 VPG, LR TR AR M B, AR AR AR g A B iR Bl
7R o

A B B

A AR I A, RSBt T 7 ml R R A e A R
WA AR ST Th BE 1 R RE AT E A 1 KA B il AR SCT 5 AN A B KA A
A, SW_ENHRGLE, sl N R e Bl n] g S Bkt . O R
& N S A A ) LB Oy L IR TR ) o TR
Lo Thnder | S50l 41

1 R B B

5 N RE e #E B AR S KA B i, N HEAT % A R VP A AN 2 A O
B AT 2 AR 2 B Y] R S SR A ARG, Rl T AT RE i RO A
2R . DL, 6 ZHE SR VR Al A OC KBS RS Wi, DABA ORI Bl . AE e
g o

ALY 5 SR B

JS2 FH & Fr 1) 38 18 Th e Bt BLA 2 RE 0 SE HT A AT BE O R Gl R AR T, IRk
A AN T N W G I 7 o [ P 7 W RV Al R 2
o BRI DR B 22 4 BB, AR N R S 5 KR B o
JS2 78 1R LS R, DR AT R 0 1 DR

5 1B A5 F B B

an NI AR Fe A AT 5 TUE H bs A H At BT AR P S Re 8 B U H 1,
E S Ik Y S N N I L A E R = 4% G L

o EMAIT RE =AM KK (PN AR D
o MIEFISERBIRE BRI AR FF (H1 e 3 N A A% 7 v D

Bl %4 925518 T 27



i zh IR P T O 22 4

5.3

5.4

2 Rh 5 B R

RIS EERE M S MANEDSNAERF RGO AT RERF,
LA O i K4 AN N L RO FA RSB JF 5 3 N Ok CofF %2 2 25 B\ Jy 3t
A ZRRG BT 1 — o, I LB DA T A 2 4 ) T AR R VR AR T, B
L g 5 AR g X B E BB 1 22 R A . AE VT e AA RS BRI, IR NI A
MR MBI ZEB (Blan (D NBURE (RARRD % 061) ) . fERGK
BB PR E REE DU R, PR Bs A AARS

JE H A

o RN HRE R AT A K E /O BE . A OB R AR A 2 g
LA B e G ey Ak B 1% 26 K 3%

o HVFHSEBEAEN /AN NG

o TEM T EORA Br N L e BN B ik i, Ak A ORI 5 N B B A
PR Fe A DR S8 2 55 K R 5 1 28

o TEUL BN N HIRE P I % A T b 1A Y R FA RSB S WY, DL R 2
YaUsc e . Uy IR RAE P B R, AT R g P T IS AR

B Ak 7

o RERDWHEMNNTER CRral 28N NTED , IR s R E )
BE (A HLAD AL BB ) HIBURR B = R A

o R E AIN % Th e AU IR 47 ) 95 DR B P RO S N BURE, BUARAE
AR B G0N e U5 ) o A M B . SR A N IR H s (4
U0 5 R B SCAE L B AGE ) SO AR BUR BRSO E L

o RGEMP Y, UIZIR UK B LR EFR DL E SN RS EOKE

o TESENE U AR MR R, R BREUREE (B n B A7 B R D

TF R ah B FH R e 1k

T ahigiE Rg. AN ERESE AR, FkERzsRE
U RZ e B A E =5 2 = E /N ol 0 L B AR < = L7
AL B RE 7 I B2 RS DL R %A g T

1 Bh N RS e 1) ) fiE

N T DR B B AR PP REAE SCRF IR B B IR H s 4E, Nt AT Dhag il ik,
LSS IE B FH A P B DO RE MUAS o BEAh, I8 /5 25 Re #E 4T A IR S Y 110 96t 3 N
2 7 I

Bl %4 925518 T 28



i zh IR P T O 22 4

o eI BhHORN HRE P REAE ORI AR E (WL 4% 10S A Android
EAFRBTFE, URAFRFERRTMBEERGRANEE) EIE
wisfE.

o ABEI BN DE N HART B RCRE, o BOE B RS2 1 A A
AR PR 5

o R ORI BN N AR T AR 4Rt AL HE AT BE H B SR I O
HEE MR L I FH R PR E EFIBE.

M AT e AR JR 3

¥R AR Bl B R e T R I RE rf 2= i A [ ) 9 R 98 5 AR 28, fnise
4382 gt R 50, N RE 7l e = BLH W e TR (B0 55
AN NAFI SN LR P WA D o 2800k U, v EAXTBd 2 B0 i
Mizhde B s AR (IPC) Fii, PUBREMNMHERF B A% E b
BAER S — N . B AIEE, BRI LR RE A VRS AT AE U N
BEN G BOR B A 20 00 fG R YA 5 P RE e BT (3t g

D9 DR B SRR P 1) IR A A 2 TR 22 iR TR T sz BB, MR R AT
R RS 348, DAAS DU AE: o] ) 8 X6 70 3 2 BB A ol XA P *22 e s IR B s

Uit ) 7 B 5 1 0 3 SR

EFRSFARPH PRSP s 2 CEE, NHMLEH
HE AT SEAR TR P AR B SR . JF R B NCR 28 W% 7 LA E
(1) 2 1 2 il A7 I FH R 7 3 T A A7 U Bl - AN B AT B & 2 AR R
(P AL E i . R RIFEN B AR 2 &R B, W fR A N % 5k
RN, RS, VI R in L (il DES) 8k
WA R AL (a0 SHAL) o N % ABEAN MRS & W8, W20k K
AR~ B G B R 55 R R AN P ) N R P AR R A

Uit 3 B AR B IE

A 3 2 7 % Ji i A 55 4 150 N0 RE 5 RN BE AT 38 24 (9 B 0 AIE, LB 1R T8 32
f 5 S My BB ) Moy o — T E R AR BB J I N R R R B
P2 FR /R ANIE s 2T R BUR AN R, 8 2 2% 8 i A
MCENE OB e (5 AT i) o NEREAT TN, o OR o 7 K i A 55
W B SI M AT A RERE

IS 32 DL 25 B L R e ) AIE AN 3R AT 9 -
o e N RE P AE A A B N AAIE DT i .

o R IR AL ICHE T BE A BT AT i A
o IR UE CLFE PN M 55 A% B s 7 R RAT 12 22 BN R A IE U s

Bl %4 925518 T 29



i zh IR P T O 22 4

5.5

5.5.1

0 10 2% 5 T

Wi sh % B 5 Mk 55 & 22 18] 1 90 4 G THOE B R A RS O M gg B EEAT, B
T N P AT e 5 2 M 48 By Can /IR BBV Bl b ) N B D) B R
B o FE A BEEUR BRI, ROAE I INEER (A HTTPS) , LUR fr X 2%
s pL s AN S B o 2 AR 32 I K A N RE e T 3 AR A% 38 1 TR 2%
AN, JF R ORIE TR O, B A BodE R o A g USCER 2% G O, IR
FHI R 2% B0 070 A s DA N SR AT 4% s B oR R T B8 . & e, Sk ik
S5 CIE IR R AR AR AT &

TF % 4t s B R e ) 7 7 5 0

Tah M HRE 5 H AN R g —#F, ARUNZEHEMNE, Bt
A R AL e T R R AR A R & T T R sh AR o DR AS [
g i AR B &, Wi N R 3 T A 8 L B O R R 4%
HR55 FEBESMMANEE M A M. JFRHE R 22N M
R i 25 8 LA 4% A U7 T -

. HHE
R4/ B
H 4R

4 24 5 5

— G

o Kb PEBUR GBI A0 B0 % A MR TR AR

U ST EDRDAE R S5 o A B LTI S o= ) i € T Y W R SIS € (R
g

o WIZWCERANANTIRE, IR IR N TR B

o CRIR TH/BAUER ] BRI, BL e/ 9 2 G AL ER K o7 1) A BR $ho AT B R
FF o

o RN R AR MR ST R HAT BT E 7

o BLIFAISRME TV, LN AR REHEAT % A B AME Y BT .

o WIWBIN IR AL B OCHE / BUREE, — BB O RO 5 R
MRALER , 5 48 AT N R e B 7 R H

o TEACTRATAEHT, 6 JUERIN AT B I 4R O 0 BdlE . R A B B 2 S
FERUNSRA . Ja B AR E A .

o TEFE TG B K & A I A2 B P ORIAS B K R R

Bl %4 925518 T 30



i zh IR P T O 22 4

552 A%/ #fH

P E A6 16 & PR

et R B P PR A A AR IR AT (i UID B MAC sk iR 2 &,
17T ) FH JSE R 2 R B R IR bR IR A

K IE 2 BN UE AL, I AR 3 O 2 B AR e KU VR Al 25 2R, AR AR B
TR B 55 22 5 W) =5 B8 A P XU AIE

kA SRR E M NS A R, NOL RIS B /MR B
B4 1 A A7 AL

T M BT & P e Bt 1 ol 2 iUl UER ST T AR E
FERANES) / W I mm e &M 25 SESENIRE, & W) #
BFTENIRE .

FE N A2 P B 5 5 8 I B A I, IS BRI BR S P B8
AT R B PN A7 AN AR Bt e o 1) 2 R

Jk 55 i £ ] 4 it

DAt B N RE e 10 s R 55 DA SR 2 AR R, R OR R S R ST
A7 Lo Ak 1) TC B RN 22 35 B R 1 2 B AR

B DR Jim i il 55 4 0 OR A7 A2 05 190 B HE . DU 22 4 STl B b
ST HE.

R AL N FH R e AR e AR, DUaRE S 7 i 3 N ARy 5 R i A 55 AR 2
) AN PR AR 3 2

PP ARSI VE /38 R T A%

TN R Fe 5 2 06 AR R 0 bR R AT, DL DR RE e A A
B BB

Un % Fe A B AT 15 2 ) A HL 5 A5 % SC LB 1R 3d JR TR, R & A
TRIEBAT, DLOR A A 5 L FH A2 e 4

X A A B EHE 1 N R e R I SR Can Bk R e B
EREFPERF) -

I 26 =05 / JF GRS R

R AE K/ BUE 7 RRCA BB T R TR (Bl Bpe T R B K
PEEED LR AE AN RIS (S 00 R SR SRR P BUR TTRE T .

B R Bl R R P R R BE = 5 HE SR /N R R A TR BB K
i, Bl de e e B AME e Rt AT TH 42

82 2 B W\ T A 4 AN RIS R B =00 N TR AR SR B B Can ) A
%), ARSI P .

Bl %4 925518 T 31



i zh IR P T O 22 4

5.5.3 ¥i¥E

WA i A7 A0 DR 3

SO AN 4 i R e oLk 5% 38 BT 75 O 080

1% Y 1) RO R o B diE i A7 3R AT 20 S AR UM B 1 9% A 5 i, R AR
Yo oy RALER L Al A7 AAE i

BT THR/ANBR | A T & EFE ] AR, SRS N BER In A
Xt ey A 55 4 A I BR A

BRAF CoRBOE B % i (Bl ™ & pinss) . & WA B N H
B i A7 240 B A A 45

R BB ik A7 B A7 AR R A AR, A 3 2 A SR R
REAC BE HEAT I, JF R 3 N ARy BT o A 0 BoalE o i b, B
TR dE

Xt R RE Al WA A AR O% X I EE AT S N B R B, DAB IR %
3 A ARG N BB R B A

FE AN i 7 SRR N, 7 BRONUI B P9 A R i A U

KD S BORBE E N HRE P, By b F AR N AR 5 2 AR R B
RE P #EAT B8, $Emfe iy i 2 et

P4 _E S A

B LR R = e 2 R R R P R B s R SR R

W R AT R BEIR, NAEAT 2 e E R (a4 B e E R AR
LA 1E A2 R 22 3 AU BT A0 1 B0 R U ) A SR B .

W HEAT W B SOAT, B % A i A SO I 5% o A R D SR A
(KR RS e A/ R, IF P A% N L AT HR R

R HY P U Bl 2 B 0 S RE I R B R RS (Bl TLS) , BT
ST AR5

FETT R BEA M BBl STAY IR 55 10 30 B 2 e I 38 < o 08 1) 09 %2
fpriE (i (e NRIEATE A4S NfE B R$79%) » PCIDSS) .

5.5.4 M%E R

i 2 4

A A R B s ) A N B8R BE D R SOdE D 1 A% 3 XY R i X
s 0% 75 (140 TLS) BAE R4

A TLS B, LI ATIEB LT, ANEZ A% K/ 5
AN AT A AR E A

Bl %4 925518 T 32



i zh IR P T O 22 4

o UGN DALR G SC AL TP (HTTPS) &4, il & 100 Z K (1)
EER A O H HTTPS.

o JBHINHBZEMEHMNL (per-app VPN) , 224 W AT A 5 A1 7E
AT AT 3 B 2% B U5 n) PN S IR 285 B U .

5.6 JFA& i0S 1 Android %4 5 N FE 7 1 R I b AR 28

TER N GEF LA 225 B4 N8R RA R & A 2 R AT I T K 30 B A 7
RAETH AT, R AN NEERAR L B Mk B3k
(https://www.pcpd.org.hk/mobileapps/practice.html)

¢
% 3k ok 5E &k ok

Bl %4 925518 T 33



B A

fEfE A: BEBIALE BEK

FEWHUTRAVEERUNZEREFSE. ZLEMEHEZRKF / HITH
b 55 T B AT N9 K AB . B T B R B A BTSN ATy SR eE, Wi s A
B W B BRI T R R/ BT E AR N, g et il

it B T BB = T ) L

e 3 F 4R Fh B 7 K P AL
g

EE R £
FEEREN (MAASE TS, 0|, .

R B = =

B R K 8 8

VRN 2 R 5 5

55 2 s I T T = a e
AL L 8 8

5 B IN B iR W% 5 0eh S EAR
oAb 3% B B

0 BT R IR R, s | i

R A = =

VR B4 K 11 T S 5K 9 0 R R R

BV B SR 1 AR 1) KR G S P 7 7

VR 4 1 % A0 T G 1O 2 TR % 7 a

VR 0 B Lt R 17 P 7 7

e I 7 a

VR I D o AT A R A s, R4 |, &4
PRI PSR S AR R A D UGE S | %

VR BUK P 7 a

SFATE SR TR AR E CRAE TR A A ST LD R H B .
BUH R4 WP, B R R /BT R %M 55 7 TS R iR Al I 2R
4 IS T A s A7 T U B 2B L S B A P ) B0

ikl 7 eI ]

34




b A

] 3 F B W3 8% & PR AL
75V I 4% 36 52 % %

7V ) PR A AT o 2 A % %

76 B 5 0 T 207 TR % %

fi& B s oF B % %

BV A 36 15 W 1 OO 0 PR P OO RS | -

B E TR . a
KETEEMZE (Pl S@EsMEss |, o
) = =

J FH 8 13 B R £

1 FH 1 I 130 B 5 7T 6 0] R 45 8 ) 45 R R

Bl 1) 1 255 4% 4 R R

JEi A 9 BE % % T it REEMH S | &

Ji3 T 22 U8 N 2 WA L3 Bk T g B S 2

75V I 1 T30 % %
2RI B T % %

B A B ER: / E B4 % %

JE FH 360 180 2 75 0\ 9 5 2 () G Uk <D

S T LI B A R G0 R 0 RE SR I BB BE S A WL BR D A

R, IR FOIN 5 7 i A Dy 432 4% 4

PR L ok SRR /B 1) B RS T B R I 2K 25

ikl 7 eI ]

35




[t B

4 B: ARULEAR

Mizh A B B AR A0 Hbs, 28R NI B ah 3 & WA AR 55 F B
FE 7 B A SR H s ) oy F 2, BIVBLAE I RO & a4k, Rk 55 I H AR P AR Ok B3
TR R A CRARBUERD W, BUIE N R 7 AT v, JF B ik AR P
5N B I RE Fe 8] 43 R A B8l .

AFE B F R A RSB Ay =M RA . SR ES . EUAESE, KM
RE 725 4% o

KA A

SC AR A% T Bl R BN A A s 0 R TR 5 M AR e (RE D 5 AN
FIRE e 0 B o S AR 25 A T B8 J2 10 20 O i 30 2 BT 7 9 0lk 55 34 88 5 A N3 B
KEW®RT2ZO0REE DDA ERIERGRIL, LA iR 55 N R
Fro RBERGZIESH P — RN I R EE RS2 EERAR, 5
Rl 2 A AT AR X [ Se iR w4t ] WHAT DL M 2 e . ks g —
PMEE e EGREERGE B B ZAT I ) A B 4 1 A0 2 68

DN N N SN N X ) e of N e R S e S LS A (3
RGREENEFBRIERGEERE, K54 Wl 55 50 NN & R
2o METREE-DDIFHT G, FreiAcdRiZish R E i .

(B2 3K JZ ) 0 B O O SEAR R 2 U7 Sl R — A E Bkl B e 7 kR . &
AP ENRSRE N EFIRIERGZE)E, W EEHREEN I ERE
RGRIEA R L 55 N RE 75 10 =4 F P AR Bl A N IR e i, SRR 2K
HREREEE K. AWK SRAE N RAE, I8 AE— BN E & X
JUEFR I IE B . BURE, SRR AR T RIRBERAE R G SR B =T N
PEIF I 5 B 9l I B L RE e DL S SEAR R A

K D A%

b 55 RS Fe 4 00 B i A7 AR BRAE R e b (0 — A s TARR A, S — AT £
NNV & RIS A, BURE 6] B 7 A AT BLgE AT 4 R
Hayo P74 NN RE R 1) 1 E 8 R REE 2 a4 WO AR, T P A RE 4007 4% 3
FIRE e 1 808 R 10000 & v T P A7 R R R 22 4

U 025 B T A A 0 T R e A DI A L 0 A L
BRI S i 2% B AR FE 5 SRR 2 1D 02 40 W e 1 R 55 R
0B, TR TS B IR AT, D6 A R S 0 IR T A B0 2 2
Wh. UL, TR =0 RO I IT R A B R R, DL
A BT 02 BT B KL B SR B A B A K A0 B AT BT A R
G F

Bl %4 925518 T 36



[t B

IR s

N2 FH 2 7 25 s O RS JOL N RE e RORE R B SR A ML I 2 v &L IR R
ik B O3 B O S A Al A A A CLOR LA Bl . R g R T SR R A2 i T AR
Br. EUCTTRN, B HE A DLk B B A N AR R R R . A
B2 RE P 1) & JB B, BUAE & LA B . BB R RE AT A R A BT RR I
HAmwm, BBt NS5 H s . Ak, TR A BN TR e BaE A
e SAL I N e B AR, D B i B A B R R, 55 N R
PR 2R

B4 22N R 7 BT, 7 — BOTo i 4% 1 7 A 3 A I 3 58 DU
ANNBN S SRR . TR A NBOW S N H e, H PR % 5 & W % i
I 0 A P A N R o R SR T R T SR R A R N, Rede SRR /
P8 DB e 1 2 KO DLORBF Ak 55 B AR e B Bl 22 4

Bl %4 925518 T 37



[ C

fi#F C: PRSI B AP B 48
L. VR A VB R A 35

N T AR BN AR P Rl A R, BRI/ /BT TR 3 N
FE 77 72 75 AT LA a2 b 55 B AR /oK, BRI 3l B FH R e 1) 22 4 15 2 10
—AEERF G R LRRNM AT E, AN S BT RS0 81 %
S 8 SR 52 451 BT BB Sh it

RN s IV B QN S N s R N N S R R R e DA R o

o LB HAEFY I ThfE
REST / FTTER T W sl B RE 7 2 15 38 ] 1 SRRk 55 B4R, 3 BT
sl N AR P SR BE R P D e (R GRS AUAN D e D 2 5 A7 AE AT AT X
B, X EE RS R RE R RSN B ) AR . WR AT RERAE, IR
AN b EE R T BE -

o U B R S AR E
PR 1) 9 B S R e 0 20 75 B 7 s N FE P R E (Wl App Store BX
Google Play) A fit N1 . B4, 06200 M AT {5 AT 1 30 8 A A2 5 7 0
TR AT 23 RSN ZNHET A KE T HREGRIZ 4 0 EE
4, 41 1SO / 1IEC 15408, i FH AR

o BHEGEHM
RERF /BTN R TSN AR E, MRS S RMANZ e T AH
iZN MR, DR ER S A SmEE, FRERE, BERMFE.

o UL R FE R 7 A B A
L3 I R PRI T R 7 W OB R (BB A,
B ANl BB, BE, MEEAA) LUK %S E S
IR O W8 ) AT 1. de el / 911 ke 2 5 T i I e
L IR 75 A 3

o SRt & KER
RAR /BTN VAT R B N RE A2 S = H 3l I 52 B S e S, W
Wl G, LT MEESZAELSNME R mm et aH, &
Bk AR SRS (B 7 AT ORAE SR T R R B ER T, BA K
& 15 U0 S AT AT T AE 1) U

CLEHEMIACAE Dy — BEdR M, IFAEPE R B . WA IR / #0715E %
P sl N RE e 0 SR, B i R e A R T sl N R e 2 A U R

Bl %4 925518 T 38



[ C

o MTHE R ZEER, @WK RFET / 5 TTIEAT 2 4 R 1P Al K o
T AR Bl N R P RS A, DL T R B N R R P RS 2 R, B
L =05 TR CBRAFPE, T8 M4, APLEE) Mk Bk .

- ST Tk 55 B B R P A 44 R

RKTHARMITE, —HRER / 5170 RE 2 K H B 57 8 Bk % 7]
P BB RS VA B, DA DR AR SR/ 98 1] A5 P R 45 B AR A AN i 2l
RFAREFE o BAF B8 B AT LA B R SRR /] 4 B R, gD iR
P h 2 BANIF AR 8 AR U AR XURS: , IR R B AR w0 AR AR . K
B B B SRS R T AL N (I P AE S R /T R i B e B
BRI AF ARSI N RE 7 I A2 5. A4k, IRRI B B AE RS / BT
Wi sl % B P2 R MR B N RE P SR o XIS BN E AR T, DL
DR IR B A AL 30 2 AR e (1 47 3 5 B 1

DA B B B R e AN E N AR PP 44 B, T R B AT SRR O 2R
Yo (Pl sCHFpl 55 53R / #4E, $Rm TARRCR) o @K / #I1%

4.3.2 WA PTITI ZER, i sl B R P #EAT IR BN % A KRS A . BT AT R
SRS/ HR T4 L BT A A B LR R I R VR AR B, S A
ENAR B P WO R RS AV o I PSR RS /BT AT 41 B 5 A
BB UL S A s 3l S R e R 2% AR AR ke AT B i), i % DR R
/BRI W B R B IR A . SRR/ AR TR G I AL ) 3R
B R/ ITE KRG, 2 ZU N3 58 N R P 4

SEAVIL SN VN

H 44 4 5245 AR AN ZR A B B B 30 B RE 7, X B8 A A D A ]
DL b s 3R A S IR R/ w8 M1 3R LI sl R & b fEfIT N AR F 44
BN, SFIRER /BTN S 2 LA BB B R B AT . B4,
o2 5 S S S AN A S N R P 44 B

BB AR RM, FIMEEIEER 0% B b 25 sUs AT B AR 3
MFER, POUR R 84 2 2 g . (HE B B4 BEER A>T

Ko

HWHE AR RA BN AR TRt S %

HEZHBERE (BERBFBETHFE/ ERHNHARER)

FFe | ERERE FEAE
1. H % BRs N R - 2K GovHK Notifications
2. H 4 BRI N IR — TP RN R/ AR IR R HKSARG

H % BB N R T - A 2.1.0

ikl 7 eI ]

39



[ C

5 |BEXRE FEAE
4. F-& (140 i0S, Android, Windows 10) iOS / Android
5 % & (fflt0 iPhone, iPad, Android phone, Android | iPhone/iPad/Android
tablet, laptop) phone/Android tablet
6. AR R {4 s N AR AT IERAE | R )Y
Ja H
7. BT H P A (AP /e hdH | IrE A
PP =R A & o)
8. i F T IAAS [8] 97
P27 b E R
9. L€ =i SR Q7 I Tl ol = W B k) IR O G BN B recy) | YA b Y
LR RS o R E, NAGSERRFVAE R | S et T AR
BO
10. SR ZR AT B0 WY T3 https://www.xxx.com/
licensing.html
11. HLEHIH (YYYYMMDD) 20201213
12. HLHERZEIHH (YYYYMMDD) 20221213
13. FREHAE (B Y. ND N
14. T A, SLERAE I SE o TR AT
BAEEE
5 |BEXRE FEAE
1. B RS N R — AR MyGame
2. WA BRSNS ET - FFRNR /IR GameDeveloper
3. B RIS N R — A 1.0.3
4. P& (B i0S, Android, Windows 10) i0S
5. & (fFlfn iPhone, iPad, Android phone, Android | iPhone/iPad/Android
tablet, laptop ) phone/Android tablet
SR e S A2 B A N TR N BE AT R AE | 2R 0BT )
IANEZBRFHE (YYYYMMDD) 20201220

ikl 7 eI ]

40



	1. 简介
	1.1 目的
	1.2 参考标准
	1.3 定义及惯用词
	1.4 联络方法

	2. 信息安全管理
	3. 流动安全简介
	3.1 流动科技面对的威胁

	4. 流动装置安全管理
	4.1 流动装置使用周期
	4.1.1 流动装置的提供
	4.1.2 流动装置的使用
	4.1.2.1 管理员
	4.1.2.2 流动装置用户
	4.1.2.3 流动应用程序的数据保护

	4.1.3 流动装置的停止使用
	4.1.4 安全意识培训

	4.2 流动装置管理方案
	4.2.1 流动装置管理方案的功能
	4.2.2 流动装置管理方案的良好作业模式

	4.3 指定情景的安全指南
	4.3.1 流动安全软件功能
	4.3.2 流动安全风险评估
	4.3.3 处理流动装置内的敏感数据
	4.3.4 共享流动装置
	4.3.5 遗失、失窃及安全事故

	4.4 私人拥有的流动装置的安全指南
	4.5 流动装置的限制及访问级别

	5. 流动应用程序开发安全
	5.1 开发流动应用程序的安全考虑
	5.2 流动应用程序开发周期
	5.2.1 要求阶段
	5.2.2 设计阶段
	5.2.3 开发阶段
	5.2.4 测试阶段
	5.2.5 推出前阶段
	5.2.6 维护与支持阶段
	5.2.7 停止使用阶段

	5.3 安全设计与数据保密
	5.4 开发流动应用程序的测试
	5.5 开发安全流动应用程序的注意事项
	5.5.1 一般考虑
	5.5.2 系统／软件
	5.5.3 数据
	5.5.4 网络管理

	5.6 开发iOS和Android安全流动应用程序的良好作业模式

	附件A: 安全强化配置模板
	附件B: 容器化技术
	附件C: 评估授权流动应用程序的指南

