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1. Highlights of 2016 
 
1.1 Summary of Major Activities 
 

Since its establishment in April 2015, the Government Computer 
Emergency Response Team Hong Kong, GovCERT.HK, has effectively 
fulfilled its responsibilities to centrally coordinate incident responses for 
over 80 departmental Information Security Incident Response Teams 
(ISIRTs) of the Government of the Hong Kong Special Administrative 
Region (HKSAR Government) as well as to bolster cyber security 
capabilities of the territory through proactive collaboration with the 
industry, critical Internet infrastructures, and the Computer Emergency 
Response Team (CERT) community for rapid exchange of threat 
information and coordinated response. 

 
1.2 Achievements and Milestones 

 
To promote the development of cyber security technologies and industry, 
we organised the first Hong Kong – Mainland Cyber Security Forum in April 
2016 for cyber security professionals to share views on emerging cyber risks 
and counter measures associated with FinTech, cloud computing, and 
Internet security. 
 
To address the increasing cyber security threats, we are progressively 
strengthening our capabilities in collating vulnerability information that 
would have impact on government installations and information and 
communications technology (ICT) users, assisting the government ISIRTs 
in contingency planning and incident response communications for both 
cyber attacks and data breach events. 
 
Inspired by the Information Sharing Working Group and the TSUBAME 
Working Group, we were developing a cyber risk information sharing 
platform for internal use to facilitate speedier dissemination of cyber threat 
intelligence from GovCERT.HK to over 80 government ISIRTs.  We would 
also pilot the use of big data analytics technology to collect and analyse cyber 
threat intelligence to formulate targeted cyber threat alerts and actionable 
advice for our stakeholders so that they can take early precautions and 
reinforce Hong Kong’s cyber security together. 
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2. About GovCERT.HK 
 
2.1 Introduction 

 
GovCERT.HK is a governmental CERT responsible for coordinating 
incident response for the HKSAR Government. 
 
Locally, GovCERT.HK works closely with the Hong Kong Computer 
Emergency Response Team Coordination Centre (HKCERT) on sharing 
threat information and organising public awareness activities.  
GovCERT.HK focuses on government-related matters while HKCERT 
provides services related to incident response to all ICT users across the 
territory, covering public and private sectors as well as individuals.  
 
Globally, GovCERT.HK collaborates with the CERT community in sharing 
incident information and threat intelligence; participating in training events, 
workshops and forums; and organising public awareness promotion 
activities and capability development initiatives. 

 
2.2 Establishment 

 
GovCERT.HK was established on 1 April 2015 through the consolidation of 
different internal IT security teams within the Office of the Government 
Chief Information Officer (OGCIO) of the HKSAR Government. 

 
2.3 Resources 

 
GovCERT.HK is an establishment under OGCIO and funded by the HKSAR 
Government. 

 
2.4 Mission and Constituency 
 

Being the governmental CERT, GovCERT.HK will centrally manage incident 
response within the HKSAR Government and develop CERT-related 
services to enable government departments to understand the associated 
risks of information and cyber security, acquire necessary skills and take 
appropriate actions to protect government information infrastructure and 
data assets.  
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3. Activities and Operations 
 
3.1 Scope of Services 

 
GovCERT.HK is the computer emergency response team for the HKSAR 
Government, providing centrally managed incident response services; 
providing timely security advice; coordinating cyber security drills; 
promoting public awareness and capabilities; and engaging global CERT 
community with a view to enhancing information and cyber security in the 
region. 

 
3.2 Incident Handling Reports 

 
In 2016, GovCERT.HK has received and handled various types of 
information and cyber security incidents that are related to the installations 
of the HKSAR Government.  The issues varied from vulnerable websites, 
malware infection, web defacement, distributed denial-of-service (DDoS) 
attacks, fraudulent emails to unauthorised access and loss of computing 
devices. 

 
3.3 Alerts and Advisories 
 

In 2016, we have published 85 product security alerts associated with 
computing products widely used in government installations, and one 
security advisory recommending system administrators to review security 
configuration of all versions of Microsoft Windows operating systems as 
well as to mitigate potential risks associated with the Windows PowerShell 
automation tools.   
 
We have also issued 20 security reminders to government departments 
requesting them to take effective and prompt responsive measures against 
potential attacks and high-risk malware infection, in particular ransomware.  
We also reminded all users to regularly use anti-malware software to scan 
their computer systems and perform data backup, and store the backup 
copy offline.  
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3.4 Publications and Mass Media 
 
To raise public awareness and knowledge on the importance of information 
security, we have resorted to different promotion channels to reach out to 
our target audience and collaborated with industry players during the 
process. 

 
• Radio episodes entitled “e-World Smart Tips” were broadcast to help 

the public understand more about information security in various 
aspects and raise their awareness of information security.  The radio 
episode in each week featured a different theme and offered associated 
tips having regard to recent security incidents or foreseeable cyber 
threats.  For instance, the radio tips of “Be a Good Netizen” were 
broadcast in September 2016 to disseminate messages of safe and 
ethical use of the Internet. 

• To provide practical tips and advice for Small and Medium Enterprise 
(SMEs) and the general public to protect from cyber attacks, we have 
developed and shared infographics covering popular security topics 
such as “Secure Your Home Network Devices” to remind the public to 
take necessary precatory actions for protecting their networking and 
computing devices. 
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• In view of the rising reports of ransomware infection and data loss 
incidents, we have designed a poster titled “Beware of Ransomware 
Infection” to advise our stakeholders the importance of data protection 
and ways to protect themselves against ransomware.  The poster was 
posted in public libraries, government premises and disseminated to 
schools and SMEs for awareness promotion. 
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• A set of practical guidelines with different themes, including “Mobile 
Device Security”, “Beware of Phishing” and “Defense Against Malware”, 
were produced to educate SMEs to deploying appropriate security 
measures in their business environment. 

  

  

 

  



  
GOVCERT.HK ANNUAL REPORT 2016 - 7 - 

 

• Various learning modules were launched on our thematic website in 
response to high-impact security events.  In the light of the surge in 
ransomware infection cases in 2016, we have developed a learning 
module on “Protect Yourself against Ransomware”.  Other training 
modules like “Play Mobile Games Safely” and “Safe Mobile Payment 
Services” were also produced to provide users with good practices to 
stay safe in the cyber world. 

 

• To actively reach out to the general public, social media like YouTube 
and Twitter, as well as newspapers, were used to share tips and best 
practices on information security and attract public to participate in our 
security seminars and events. 
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4. Events Organised/Hosted 
 
GovCERT.HK regularly organises awareness training and solution 
workshops to share the latest knowledge on security measures, best 
practices, skills and security solutions with various levels of government 
users to continuously strengthen their knowledge on cyber attacks and 
enhance their information security skills, thereby strengthening their 
capabilities in guarding against cyber attacks. 

 
4.1 Training 

 
In 2016, we have organised a total of 14 seminars, workshops and solution 
showcases for government IT staff and users to enhance their awareness of 
the latest security vulnerabilities and update their knowledge in information 
security technologies.  

 
• Seminars and showcases were conducted for government IT staff and 

users to raise their security awareness and introduce the latest IT 
security technologies and solutions.  The topics included industry best 
practices, mobile and cyber security, data protection, end-point 
protection and big data analytics.  

• Seminars were organised for departmental IT security officers to 
refresh their security knowledge and update them on the Government’s 
latest requirements and approaches in dealing with cyber security 
threats and adopting mitigation measures. 

• Web vulnerability scanning workshops were organised for some 100 
government officers to equip them with the necessary skills and 
knowledge to effectively identify the potential security weaknesses in 
web applications and remedy the security risks. 

 
4.2 Drills and Exercises 

 
GovCERT.HK has actively coordinated government departments to conduct 
cyber security drills to assess the participants’ capabilities of incident 
analysis and the standing incident response procedures with a view to 
enhancing the overall incident response capabilities.   
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In 2016, we conducted eight drill exercises involving different government 
departments and their respective service contractors.  We also conducted 
an inter-departmental cyber security drill with the participation of some 30 
departments to enhance the overall information security incident response 
capabilities of the Government. 
 
As the Operational member of APCERT, GovCERT.HK participated in the 
APCERT Drill with the theme of “An Evolving Cyber Threat and Financial 
Fraud” in March 2016. 

  
4.3 Conferences and Seminars 

 
In 2016, GovCERT.HK adopted the slogan “Protect Data, Secure 
Transaction” as the key message to government users and the general public.  
The target audience included businesses especially SMEs, organisations, 
schools and the general public. 
 
• Two seminars were organised under the “Build a Secure Cyberspace” 

campaign in May and November 2016, aiming to promote public 
awareness of information security and the adoption of security best 
practices.  The one-day seminar in November 2016 invited industry 
associations and experts to share insights on a range of security topics, 
including the most common cyber security threats nowadays, 
associated security advice, security challenges faced by website 
administrators, points-to-note for secure mobile payment and the safe 
use of public Wi-Fi. 

• The Cyber Security Programme was specifically organised this year.  
The Programme featured a series of activities for public participation, 
including the “Protect Your Precious Assets in Cyberspace” seminar.  
Representatives from the Government, industry associations and 
solution providers spoke on the best practices of information security 
with regard to a number of hot topics, including online privacy and 
security measures for mobile platforms. 

• 34 seminars were conducted at primary and secondary schools in 2016, 
reaching out to nearly 11 000 students and teachers for raising their 
awareness of cyber security and strengthening their knowledge of 
protecting personal information. 
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• A mascot design contest with the theme “Protect Data, Secure 
Transaction” was organised from April 2016 to July 2016.  The 
contest has received overwhelming response with over 2 000 entries.  
These entries have clearly conveyed the salient points of protecting 
computing devices from cyber security traps, and accurately 
highlighted the importance of data protection and online transaction 
security. 
 

 

• To commend outstanding IT managers and practitioners for their 
contributions to the industry, the Cyber Security Professionals Awards 
(CSPA) was organised in September 2016.  This event was the first of 
its kind in Hong Kong to encourage cyber security personnel to 
exchange experience and insights with the objective of enhancing the 
industry’s capabilities of cyber security protection.  The awards 
presentation ceremony was successfully held in January 2017. 
[http://www.csprofessionalsawards.net/] 
 

 

• To promote the development of cyber security technologies and 
industry in both Hong Kong and the Mainland, the first Hong Kong-
Mainland Cyber Security Forum were held in April 2016.  The forum 
attracted some 200 information security professionals from the 
Government, research institutions, the academia, professional 
organisations and the information security industry.   

http://www.csprofessionalsawards.net/
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5. Local and International Collaboration 
 
GovCERT.HK has been working closely with HKCERT and other regional 
and global CERTs for coordinating threat information sharing and incident 
response. 

 
5.1 Local collaboration 

 
To raise public awareness, GovCERT.HK collaborated with HKCERT and 
security service providers to gather information on security vulnerabilities 
and promptly issue alerts on malicious cyber activities to the public and 
private sectors. 
 
GovCERT.HK also steered the Internet Infrastructure Liaison Group (IILG) 
to closely monitor the Internet operation status with a view to alerting 
related parties to abnormal activities.  IILG is comprised of members from 
Internet infrastructures, including the Hong Kong Internet Exchange and 
the Hong Kong Internet Registration Corporation Limited, major Internet 
service providers and stakeholders. 
 

5.2 International Collaboration 
 
To foster the Government’s collaboration with international security experts 
for sharing experience in information security and strengthening the 
knowledge of emerging cyber threats, vulnerabilities and appropriate 
mitigation solutions, GovCERT.HK strives to learn from the CERT 
community on global trends in international standards development, global 
information security and data privacy policies, cyber crime initiatives and 
technological researches.   
 
GovCERT.HK has participated in the following events in 2016:  
• CNCERT Annual Conference in May 2016 
• FIRST Annual Conference 2016 in June 2016 
• NatCSIRT Annual Technical Meeting in June 2016 
• 2016 China Cybersecurity Week in September 2016 
• APCERT Annual General Meeting and Conference 2016 in 

October 2016 
• Five APCERT on-line training sessions from April to December 2016 
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6. Future Plans 
 
6.1 Upcoming Projects 
 

Apart from public awareness training and promotion initiatives, 
GovCERT.HK will support the Inter-university Capture the Flag Contest 
and work with local universities and the industry to organise a cyber security 
contest to promote awareness of information security and proper cyber 
etiquette. 

 
To carry forward the success of the inter-departmental cyber security drill 
2016, GovCERT.HK will continue to organise the drill on an even larger 
scale to enable prompt and efficient response to cyber security incidents. 
 

6.2 Future Operation 
 
GovCERT.HK will continue to forge closer ties and enhance information 
exchange with the CERT community, as well as streamline and enhance its 
operations appropriately to cope with the increasing security threats and 
alleged cyber attacks in the region. 
 
In addition to the events and conferences attended in 2016, GovCERT.HK 
will also join the Microsoft Digital Crime Consortium to network with the 
global cyber security communities for knowledge and experience sharing, 
and to enhance the collaboration with the security industry. 
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7. Conclusion 
 
GovCERT.HK has made substantial strides towards collaboration and 
operations with local and global CERTs to meet the ever-increasing 
challenges on cyber security and yielded well-recognised results in 
safeguarding the Government and the public against cyber security threats.  
GovCERT.HK will continue to take forward the cyber security initiatives by 
joining hands with the industry, professional organisations and various 
stakeholders to maintain a secure, stable and trustworthy cyber world for 
people from all walks of life. 
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